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Problem Statement

Test satisfiability of first-order logic constraints containing
closed-box (CB) functions

Closed-Box (CB) Function

1. It must be functional

2. An input-output oracle interface is available
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Prior Works

Core Idea

1. Reduce satisfiability of a formula to reachability in a program

2. Use fuzzing to solve the reachability problem
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Prior Works

Colossus[1]

Φ

isSat(U(Φ)) SAT

Compile(Φ)

Fuzzer SAT / Unknown

sat

unsat

C code

• Underapproximate the input formula
and check for satisfiability

• If the underapproximated formula is
UNSAT, Colossus uses fuzzing

[1] Awanish Pandey, Phani Raj Goutham Kotcharlakota, and Subhajit Roy. “Deferred Concretization in
Symbolic Execution via Fuzzing”. In: ISSTA 2019.
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Prior Works

Achar[2]

Φ

Φo Φc

SMT Solver Fuzzer

• Create a disjunctive partition of
open-box and closed-box components

• Use SMT for open-box and fuzzing for
closed-box

[2] Sumit Lahiri and Subhajit Roy. “Almost Correct Invariants: Synthesizing Inductive Invariants by
Fuzzing Proofs”. In: ISSTA 2022.
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Contributions

1. Introduced CB theory to support closed-box functions in SMT solvers

2. A conflict-driven fuzz loop (CDFL) algorithm for solving CB constraints
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Synergistic Combination of SMT Solving and Fuzzing

In Sādhak SMT solver and fuzzer communicate with each other,
exchanging information for efficient solving of CB constraints.

(u = 6)∧ (bar(u, v) = 42)

u32 bar(u32 u, u32 v) {

return u * v;

}

Sādhak
SMTLIB

oracle interface
for bar

u = 6, v = 7

Sādhak is sound but not complete
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In Sādhak SMT solver and fuzzer communicate with each other,
exchanging information for efficient solving of CB constraints.

(u = 6)∧ (bar(u, v) = 42)

u32 bar(u32 u, u32 v) {

return u * v;

}
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SMTLIB Encoding

(u = 6)∧ (bar(u, v) = 42)

(SMTLIB encoding of above constraint with closed-box function)

1 (declare-const u (_ BitVec 32))

2 (declare-const v (_ BitVec 32))

3 (declare-cb bar ((_ BitVec 32) (_ BitVec 32)) (_ BitVec 32))

4 (assert (= u (_ bv6 32)))

5 (assert (= (bar u v) (_ bv42 32)))

6 (check-sat)

7 (get-model)
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CB Theory

ΣCB{T1,T2,... } = ⟨S,C, F, FCB,B,R⟩

• S : set of sorts in theories

• C : set of (sorted) constants in theories

• F : set of all (sorted) function symbols

• FCB : set of (sorted) closed-box functions

• B : predicates from theories

• R : schema for translating sorts and expressions into a program
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Example

f(x,y) > 255∧ f(x,y) < 65536

∧ (x > y)∧ (p > 1)∧ (q > 1)∧ (r > 1)

∧ isPow2(p)∧ isPow2(q)∧ isPow2(r)∧ (p× q× r = 64)

closed-box function
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Segregation
Purification

f(x,y) > 255∧ f(x,y) < 65536
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(Purification)
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Segregation
Separation

z = f(x,y)∧ z > 255∧ z < 65536

∧ (x > y)∧ (p > 1)∧ (q > 1)∧ (r > 1)

∧ isPow2(p)∧ isPow2(q)∧ isPow2(r)∧ (p× q× r = 64)

SMT Engine

z = fuf(x,y)∧ z > 255∧ z < 65536

∧ (x > y)∧ (p > 1)∧ (q > 1)∧ (r > 1)

∧ isPow2(p)∧ isPow2(q)∧ isPow2(r)

∧ (p× q× r = 64)

Fuzz Engine

z = fcb(x,y)

(Separation)
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Conflict-driven Fuzz Loop (CDFL)

Iteration - 1

SMT Engine

z = fuf(x,y)∧ z > 255∧ z < 65536

∧ (x > y) ∧ (p > 1)∧ (q > 1)∧ (r > 1)

∧ isPow2(p)∧ isPow2(q)∧ isPow2(r)

∧ (p× q× r = 64)

Fuzz Engine

z = fcb(x,y)

x = 0,y = 0, z = 0

(partial model)
propagate

14 / 32



Conflict-driven Fuzz Loop (CDFL)

Iteration - 1

SMT Engine

z = fuf(x,y)∧ z > 255∧ z < 65536

∧ (x > y) ∧ (p > 1)∧ (q > 1)∧ (r > 1)

∧ isPow2(p)∧ isPow2(q)∧ isPow2(r)

∧ (p× q× r = 64)

Fuzz Engine

z = fcb(x,y)

x = 0,y = 0, z = 0

(partial model)
propagate

14 / 32



Conflict-driven Fuzz Loop (CDFL)

Iteration - 1

SMT Engine

z = fuf(x,y)∧ z > 255∧ z < 65536

∧ (x > y) ∧ (p > 1)∧ (q > 1)∧ (r > 1)

∧ isPow2(p)∧ isPow2(q)∧ isPow2(r)

∧ (p× q× r = 64)

Fuzz Engine

z = fcb(x,y)

x = 0,y = 0, z = 0

(partial model)
propagate

14 / 32



Conflict-driven Fuzz Loop (CDFL)

Iteration - 1

SMT Engine

z = fuf(x,y)∧ z > 255∧ z < 65536

∧ (x > y) ∧ (p > 1)∧ (q > 1)∧ (r > 1)

∧ isPow2(p)∧ isPow2(q)∧ isPow2(r)

∧ (p× q× r = 64)

Fuzz Engine

z = fcb(x,y)

x = 0,y = 0, z = 0

(partial model)

(conflict)

15 / 32



Conflict-driven Fuzz Loop (CDFL)

Iteration - 1

SMT Engine

z = fuf(x,y)∧ z > 255∧ z < 65536

∧ (x > y) ∧ (p > 1)∧ (q > 1)∧ (r > 1)

∧ isPow2(p)∧ isPow2(q)∧ isPow2(r)

∧ (p× q× r = 64)

Fuzz Engine

z = fcb(x,y)∧ (x > y)

x = 0,y = 0, z = 0

(partial model)
lemma

16 / 32



Conflict-driven Fuzz Loop (CDFL)

Iteration - 1

SMT Engine

z = fuf(x,y)∧ z > 255∧ z < 65536

∧ (x > y) ∧ (p > 1)∧ (q > 1)∧ (r > 1)

∧ isPow2(p)∧ isPow2(q)∧ isPow2(r)

∧ (p× q× r = 64)

∧ (fuf(0, 0) = 0)

Fuzz Engine

z = fcb(x,y)∧ (x > y)

x = 0,y = 0, z = 0

(partial model)
lemma

fcb(x 7→ 0,y 7→ 0) = 0

17 / 32



Conflict-driven Fuzz Loop (CDFL)

Iteration - 2
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Conflict-driven Fuzz Loop (CDFL)

Iteration - 3
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Conflict-driven Fuzz Loop (CDFL)

Iteration - 4

SMT Engine

z = fuf(x,y)∧ z > 255 ∧ z < 65536

∧ (x > y) ∧ (p > 1)∧ (q > 1)∧ (r > 1)
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Fuzz Engine
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x = 256,y = 1, z = 256

(partial model)
propagate

(consistent)
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Conflict-driven Fuzz Loop (CDFL)

Iteration - 4

SMT Engine

z = fuf(x,y)∧ z > 255 ∧ z < 65536

∧ (x > y) ∧ (p > 1)∧ (q > 1)∧ (r > 1)
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z = fcb(x,y)∧ (x > y)∧ (z > 255)

∧ (z < 65536)

x = 256,y = 1, z = 256,
p = 2,q = 8, r = 4

u32 f(u32 x, u32 y) {

return x * y;

}
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Fuzz Engine

z = fcb(x,y)∧ (x > y)

∧ (z > 255)∧ (z < 65536)

(SMT formula)

Compiler

Translation Schema
(RBV)

1 int main() {

2 uint32_t x,y,z;

3 READ_INPUT(x,y,z);

4

5 if(z == f(x,y))

6 if(x > y)

7 if(z > 255)

8 if(z < 65536)

9 assert(0);

10

11 return 0;

12 }

fuzzerx = 256,y = 1, z = 256

(model)
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Sādhak: An SMT Solver for CB Constraints

Constraint
(SMTLIB)

Segregation

Fuzz Engine

SMT Engine

partial model

model

consistent

conflict analysis

conflict

reason (lemma)

Conflict-driven Fuzz Loop
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Related Work

Delphi[3]

SMT
Constraint

SMT Solver UNSAT

Function Oracle SAT

partial model
(UF assumptions) new UF facts

(SMT Solver-driven Strategy)

[3] Elizabeth Polgreen, Andrew Reynolds, and Sanjit A. Seshia. “Satisfiability and Synthesis Modulo
Oracles”. In: VMCAI 2022.
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Evaluation

0 20 40 60 80 100
Instances

100

200

300

400

500

600

Ti
m

e(
s)

Sādhak
Sādhak(fuzz-only)
Delphi(BitBlast)
Delphi(SMT)

Sādhak Delphi
Fuzz only CDFL SMT BitBlast

# solved 73 101 34 62
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Conclusion

• Introduced closed-box function theory (CB theory)

• Conflict-driven fuzz loop (CDFL) for using fuzzing in synergy with the SMT solving

• Sādhak is built on top of CVC4 SMT solver.

• A set of 95 new benchmarks (SMTLIB queries with closed-box constraints)

(paper and artifact)
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